SECURITY NOTICE/ CERTIFICATION

To purchase, use, and be a custodian of PLGR equipment the purchaser/ user must be cognizant of the
following, and signs below agreeing to all of the following:

° THE USE OF THE PRECISION LIGHTWEIGHT GPS RECEIVER IS AUTHORIZED BY MEMORANDUM OF UNDERSTANDING
BETWEEN THE DEPARTMENT OF DEFENSE AND THE DEPARTMENT OF THE INTERIOR (“ACCESS TO AND USE OF THE
GLOBAL POSITIONING SYSTEM PRECISE POSITIONING SERVICE”, DATED SEPTEMBER 14, 1994). THE CONTINUED USE
OF THIS RECEIVER AND THE PRECISE POSITIONING SERVICE IS AT THE SOLE DISCRETION OF THE ASSISTANT
SECRETARY OF DEFENSE FOR COMMAND, CONTROL, COMMUNICATIONS AND INTELLIGENCE.

. PURSUANT TO THE MOU, HE FEDERAL RADIONAVIGATION PLAN, AND CURRENT GUIDANCE FROM THE NATIONAL
SECURITY AGENCY AND THE DEPARTMENT OF DEFENSE (DOD) SPACE COMMAND, THE USE OF PRECISE
POSITIONING SERVICE (PPS) RECEIVERS IS LIMITED TO PERMANENT OR TEMPORARY FEDERAL EMPLOYEES, WHO
ARE U.S. CITIZENS. THE USE OF PPS RECEIVERS IS NOT ALLOWED FOR NON-FEDERAL EMPLOYEES. NON-FEDERAL
EMPLOYEES INCLUDE, BUT IS NOT LIMITED TO, VOLUNTEERS, COOPERATORS, UNIVERSITIES, CONTRACTORS, NON-
FEDERAL RESEARCHERS, INTERNS, STATE GOVERNMENT EMPLOYEES, VENDORS, FOREIGN NATIONALS, AND
TRIBAL MEMBERS WHO ARE NOT AUTHORIZED FEDERAL EMPLOYEES. THE USE OF PPS RECEIVERS BY OTHER THAN
A FEDERAL EMPLOYEE IS CURRENTLY CONSIDERED A PRACTICE DETRIMENTAL TO SECURITY.

. THE INTERNAL SECURITY MODULE AND CRYPTOGRAPHIC KEYS REMAIN THE PROPERTY OF THE NATIONAL
SECURITY AGENCY. AS SUCH, PPS RECEIVERS MUST BE RETURNED TO THE AGENCY GPS-PPS COORDINATOR IN A
TIMELY MANNER, UPON DEMAND. REQUESTS FOR RETURN OF THE EQUIPMENT MAY ALSO COME FROM THE DOI
GPS-PPS COORDINATOR, THE FEDERAL GPS-PPS COORDINATOR OR THE CONTROLLING AUTHORITY AS SPACE
COMMAND. HOWEVER, YOU SHOULD NEVER SURRENDER ANY PPS RECEIVER WITHOUT FIRST CHECKING WITH THE
AGENCY GPS-PPS COORDINATOR.

. THIS PLGR PPS RECEIVER IS CONSIDERED UNCLASSIFIED BY THE DOD. HOWEVER, THE RECEIVER CONTAINS
CRYPTOGRAPHIC LOGIC, WHICH MAKES THE RECEIVER A DOD "HIGH-VALUE ITEM." AS SUCH, ANY LOSS, THEFT,
TAMPERING OR DESTRUCTION OF A RECEIVER MUST BE REPORTED BY THE CUSTODIAN TO THE AGENCY GPS-PPS
COORDINATOR IMMEDIATELY. SERIOUS INFRACTIONS, WHICH MAY CONSTITUTE SABOTAGE, LOSS THROUGH
NEGLIGENCE, THEFT, OR ESPIONAGE, ARE PUNISHABLE UNDER VARIOUS SECTIONS OF THE UNITED STATES CODE.

. THE CUSTODIAN IS RESPONSIBLE FOR ALL PROPERTY ACCOUNTING, INCLUDING PROMPT RESPONSE TO THE
ANNUAL INVENTORY BY THE FEDERAL GPS-PPS COORDINATOR. A PLGR RECEIVER CANNOT BE SURPLUSED AS
EXCESS EQUIPMENT. THE RECEIVER MUST BE RETURNED TO THE AGENCY GPS-PPS COORDINATOR FOR PROPER
DISPOSAL.

. WHEN NOT IN USE, PPS RECEIVER SHOULD BE KEPT IN A SECURE LOCATION SUCH AS A LOCKED DRAWER, CABINET,
OR STORAGE SPACE. RECEIVERS SHOULD NEVER BE STORED IN VEHICLES.

. SHIPPING OF PPS RECEIVERS WILL BE BY FEDERAL EXPRESS ONLY. SHIPPING BY OTHER CARRIERS OR BY THE
POSTAL SERVICE IS NOT ALLOWED.

. PPS EQUIPMENT CAN NOT BE SHIPPED OR HAND-CARRIED OUTSIDE OF THE UNITED STATES (ENCRYPTED OR NOT
ENCRYPTED), WITHOUT PRIOR APPROVAL FROM THE CONTROLLING AUTHORITY AT DOD. OUTSIDE THE UNITED
STATES IS CONSIDERED TO BE ANY OTHER PLACE BESIDES THE CONTERMINOUS UNITED STATES, ALASKA, HAWALII,
AND PUERTO RICO. THE AGENCY GPS-PPS COORDINATOR MUST BE CONTACTED PRIOR TO ANY SHIPPING OR
CARRYING OF PPS RECEIVERS OUTSIDE OF THE UNITED STATES, AS DEFINED.

USGS-BIOLOGICAL RESOURCES DIVISION, NATIONAL MAPPING DIVISION
AGENCY GPS-PPS COORDINATOR
RICK SPENGLER
(303) 236-5050 x283
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